MODEL LESSON PLAN

MODEL LESSON PLAN

NAME: SANDEEP KUMAR (213326) SUBJECT: COMPUTER SCIENCE
DESIGNATION: PGT COMPUTER SCIENCE | TOPIC: CYBER CRIME & SAFETY

SCHOOL.: GSSS DAMLA (178) YNR CLASS: 11"
CONTACT: +91 9991606900 DATE: 30.03.2023
Duration: 50 minutes.

1. After completion of the topic, Students will be able to:
Instructional (R QU 4 F 91, BEF F&TH ghh):
Objectives: 1.1. Remembering (FHIO):
(ﬁﬂ'&ﬂ?ﬂ? e Recall basic facts and concepts related to cyber crime & safety.
3329) TSR WY 3R GIaT § Tefaa gAaey gzt 3k sgeromsit
&l g AL
e Highlight different threats in cyber world.
AR gfear A faffiesd @l W 9ehrer srel|
e Bookmark the secure websites.
gI@Ia dedrsel @l gHArs Hi|
e Tabulate the various ways/types of cyber crime.
ABER AR & AFed RPI/IPRT I ARUETE HL|
e |dentify the steps that could lead to criminal activity online.
3T FHGAT HI U HY SN HleTellsd AR Ifafafaar
derar & Hahd Bl
1.2. Understanding (F#STeT):
e Predict various hazards to data protection in cyber world.
e giAar # Ser G & v [Affiee @Rl & Hfasgami |
e Compare fraud and secure E- Mails/ websites.
wis AR gIfaTd SHA/ATASEr Hr JoleT il
e Interpret the concept of hacking and cracking.
gfehar 3R shidher & auRoT &Y ITEAT |
e Exemplifying that cyber crime is not a victimless crime
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3ETE0T &1 b TSR 3oy N3 IR 319wer =187 &

1.3. Applying(eT3] &Ie):

Determine the secure Antivirus/ software for our digital devices.
gAR Bfoea 3uawol & fov gIBa TdarREatedR &t
freRor #Y

Articulate the Do’s & Don’ts in respect of cyber safety. drgsx
JI&T & Te7 H FAT H AR F7 7 HT T HY

Surfing the internet wisely with safety measures.

I&T 39T & | IGART & Sexeic W afthar |

Make a chart displaying the cyber safety Helpline no/ Emails/
websites.

TSI GI&TT godelse AR/SHA/ATHSE JGRId Hd §UT TH dIc
ST |

1.4. Analyzing(faeayor):

1.5.

Categorize the different forms of cyber attacks.

B gHel & affes w1 &l Fafipad Hi|

Correlate the various cyber threats by googling the cyber crime
cases.

HZSR HRTY HHAT Pl I Feh [ATHee] S Tl hl
qgHag M|

Mind mapping the future opportunities with cyber skills.
ISR P & T AT & 3T I AARITUT T

Evaluating(FedTee):

Detect the Ransomware, Phishing attack, identity theft.
JFHIIR, TRRIT gAe, ggareT dr IRl & 9dT ey |
Posting the curated data on social media platforms.
arrer HIf3AT colehlA W hadl FYICS 3T URT HiaT|

Hypothesizing the intensity of cyber attack in financial aspect.

e uge] # 3SR gHel I dfiagdr 1 aRbedeAT |
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1.6. Creating (¥« N):

e Blogging / Podcasting on cyber crime & safety tips.
G R 3R GI&T FiFaal o sellfel garsehrieea|

e Building and update wiki pages for combating & preventing
cyber crime. ABER IRTY FH HHET ol AR 3T Ashed & fo
fahr g5 ¢ 3R 39UsT FE |

e Facilitate the family as well as society to be safe from trending
frauds.

¢f3ar wig @ IRAR & ArFErT AT H Y GIET HET|
e Programming to become a white hat hacker.
ST ¥C o o1 & faw Sanfa |

2. Resources/ Digital Board / Green Board, Related PPT, Key words display cards,
Teaching Chalk, and Duster.

:\;ﬁwﬂﬁ Bfoca N3EMT S5, gefaa ddié, Hrasa B F13, i IR 5T
U HEEH
|t

3. Key Digital literacy, social awareness, Think critically and responsible

Competenc | decision-making.
ies:  wHw@ RBfSca arRar, gHfae IRwedr, Jdadacas 3T FFaer [

geTdie a7 I AR |

4. Teaching Blended learning method involving Explanation, Demonstration
Methodolo  Visuals support, experiential learning, Encourage students and
gy: Interaction along with power-point presentation on digital smart board.

feor ugfa AT Reor ggfa S wosdiemor, yedsr w2 aAd+, 3egsarcas
e, ol @ dicafied e IR Bfoed T S W greRdige

e & Y FEATHIT A &
5. Key Words Hacking, Phishing, Identity theft, Ransomware

Hgcaqot gfepar, IR T, 3mssfedT Ave, IqTeaax |

Asq
6. Definition  Cyber crime is committed when digital devices are used illegally
TRTST against other people and systems.

ISR WY de gldT & oid BfScd 3Uaul &7 373y FT F 3= ol
3R yunferat & e 3uAer foRar Smar gl

CYBER CRIME & SAFETY Page 3




MODEL LESSON PLAN 2023

7. Previous Knowledge Test (9d #reT_gdiaton):

Teachers Activity Student’s Responses
Rrars afafafd o $1 gfafkand

[N E T YA (Ve [T TR Mo [ [s]| - e SAVI Tyl Al Students raise their hands:
foraey ©F RTScd 3USHIUN &l 3UAT Fia 22 fLEbil el de i =rGE 4
How do you use internet in daily life? 1. For 1. §ag & few
CleRCEa oo iepp D iieaal - communication 2 g #idEr S Sags
¥ 2. For social media T, T ¥ T
' like facebook, _ .
3. AR AT el & fow

whatsapp, twitter
3. To play online 4 T $¥ T & 3w

games R &
4. We use email 5. d@fsar sleq & fov
facility 6. 3ifeTolss RaTsr &felw

5. For video calls 7. BISo S3AAE FT & T

6. For online o MistonesT TR & B
recharge

7. To download files
8. For online classes

Is it OK to share your password with close A big no from all students.

friends? &ar 39T UTEGS €T SIEAT & G
ST FLAT Sk g7 Tl oEr Fr IR T Uh 87

Is it good to guess someone else’s Some students say yes some says No. & faearit
password? &1 fhdlr 3R & grdas #r & Fea & $o o1 Fea ¥

HFHATA AT BT 8?2

IS it funny to post a status on friend’s RYERV AT ISRl WIS (¥1015)%
social media account without their e isie oo il
permission?

T fhdT G I 3gATT & eI 38 FAeT

AT 3FPe | Ted GFC AT AAGR &2

What is crime? Crime is any illegal activity
ORI FAT §? IRy Fs A RN Aol g
And what about cyber crime? No response.

3R FER IR & aR 7 F=r? 1S fcifohar el |
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8. Announcement of the Topic(fRs=r $r aryom):

Finding that the students are unable to answer the last question the teacher will
now announce the topic.

g @ gU for facrdt 3ifas weet &1 3cav 3ot # araAd §, g 39 fawy
YO e
“CYBER CRIME & SAFETY”

" HISIX ORI 3T gI&

9. Content Elaboration {@wae¥q Rar):

tool to commit crimes
(extortion, data breaches,
theft).

BT WY HI 0 R
& ¥ # aRea e
aar g EA sy

(Bfehar, TRIa wAHA7)
ATEIH gld &, T HegeX &l
3TN WY (STl Tl
3Cl 3ecde, dNN) &l &
foT e 3T & T A

TASS &l &1 |

Crell

Topic Teachers Activity Student’s Digital Smart Board Content
Ry et & afafafer Activity s | Bfoea e 915 araeh
$r afafafer

91 Cyber crime is defined as a
Cyber crime in which computer/ Students Watch Whatis the Cyber Crime?
Crime digital devices are the the power point

medium of crime (hacking, Ao el Ly el r

hishing, spamming), or : b
j:::; fhe corgputef Is use%) as a oF IS ke g,:i‘;:ﬁg:l ;:‘S“;'E;

computer is used as a tool
to commit crimes
(extortion, data breaches ,
theft).
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foram Sirar B

9.2 Ways | Hacking, phishing, fraud

of Cyber emails, identity  theft,  Students Watch
) ransomware. the power point

Crime slide carefully.

SLERR gfcher, ffYer en@mersr arer ,
A % $AF, UgaeT T AN, AR E

T AR TS T A §
e

9.3 Watch video very Students

Showing  Sincerely. watched  the

video on Cyber Security Awareness video carefully.

Program video

SMart — pyoc/ivoutu.be/BtROPAOX =w  dedr @
board 821 e
Afsar # sgd & sAEGY aﬁf
e A o

ww difsan

sk gI&m  SeErEehdl
ferem FIRIHH FT AT
https://youtu.be/8tR9P4Q X

821
04 After the video allow the @ All Students
Open students to think about  discuss the

what they have seen. Open | activities of Alia
up the discussion by asking | in the video with
what measures alia took to | each other.
remain safe in cyber world.

Discussio
nin class

FamT H gell

= AN & T oF W A W oow AR (W2
W @ oA & B s A e @ b
FT S| == T YT AfAfafRE w
T qot A B oA & whgE @ ad b
AR gfaar # gIfad @ A 8 ﬂ
& fav =1 3ury fu|
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9.5
Hacking

Hacking is the act of
unauthorized access to a
computer, computer
network or any digital
system. Hackers usually
have technical expertise of
the hardware and software.
They look for bugs to
exploit and break into the
system.

Is hacking good or bad?
gfhar Td FoYE, YN
deass ur AT RBfoea
fFeA d& fRpd ugw
F PT Bl gAY b 9T
AR W gEaw 3R
dedax FHr dehelrnl
faIw=Tar gidr 81

3 faFea & avor AR dy
EMMa & foT 97 T dolrer
A &l

gfoher 3= & ar g
Hacking, when done with a
positive intent, is called
ethical hacking.  Such

ethical hackers are known
as white hat hackers.

A non-ethical hacker is the
one who tries to gain
unauthorised access to
computers or networks in
order to steal sensitive data
with the intent to damage
or bring down systems.

CYBER CRIME & SAFETY

All Students
confused some
says it is good
and some says
not good.

g o A

# Ug AU, FS
$edl § 3<OT @
ar ®S FHEdT &
3T Tar|

Sir, White Hat
Hackers.

W, @B BT
gha|
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9.6

They are called black hat
hackers or crackers.

What type of hackers you
want to be?

gfheT ST FFRIcAS G &
T ST g tRewa g
Fedldr gl T8 tRFd gha
HI TEIST §C ghE Ped &l
T IN-ATdd g dg g o
OFeH @I Fhae ug A= ar
155 S 1 B =i A
el 3er I el &
foT FgX A1 dcad W
3t Ug T GIoed FA I
A AT gl So¢ sold oc
gt AT shehdl Fed ¢
AT fFE YhR & gl delell
qTEd &2

Students what comes in

Phishing | your mind on name of

and Fraud | phishing?
Emails BET BRI & a7 W

fpfraT 39 AT & FAT 3TaT &2

3R
A

P

It is literally not the same
but the concept is in similar
way.

Phishing is an unlawful
activity where fake
websites or emails that look
original or authentic are

CYBER CRIME & SAFETY

Sir it is like
fishing.

W IJ§ HASAT
gehsad ST gl

Yes sir my uncle
also received the
fraud call on the
name of bank.

But he didn’t
give the OTP &
Card details.

Hackers
White Hat \‘b ‘
R Black Hat
People who Gray Hat
spacialized People who
hacking Exploil a break inio
check the sacurty l the natwarks and
faults of the attention of harm to the
system Ihe ownars network and
property

White Hat is known as Ethical Hacker

e

Don't take the bait.
Protect your financial
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9.7
Identity
Theft

amssfedr
e

presented to the user to
fraudulently collect
sensitive and personal
details, particularly
usernames, passwords,
banking and credit card
details.

Phishing attempts through
phone calls or text
messages are also common
these days.

Right decision taken by
your uncle.

You all must do aware your
family, friend and society
about such frauds.

39 AT ST o Ty e
feram |

g @l v 9RaR, ged
IR @A & T WS &
IR H JNRT AFEH A
Identity thieves
increasingly use personal
information stolen from
computers or computer
networks, to commit fraud
by using the data gained
unlawfully. A user’s
identifiable personal data
like demographic details,
Email ID, banking
credentials, passport, PAN,
Aadhaar  number  and
various such personal data
are stolen and misused by
the hacker on behalf of the
victim. Do you have any
experience  of identity

CYBER CRIME & SAFETY

ST W A 3
Fr i dF & AT
O WIS Sid 3T

Aifehet 3eglal
I AR FE
T FAAPRT  TEl
arl

Definitely  sir,
we will do it.
fSoger &Y, 8A
|

Yes sir, previous
days on facebook
someone created
the account on
my name using
my photos and

contact details
and started
sending wrong
messages  and

money demands
to my friends.
Then i reported
that account
online as a fake
id and told my
friends about the

OF FAKE KYC LINKS!
SBI SENDS ANY SUCH MESSAGES

Dear customer Your SBI Bank
Account has been Blocked Plz
Update your Document visit SBI
website Click here to Update by Net
Banking https://sbikycupdate.online

Dear customer Your SBI Bz
Account has been Block:
Update your Document {/ig#
website Click here to oda

Banking https://sbikycu\z&e.Cr
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theft?

Ugdlel IR AT & F 9o
2T T 3YINT Fh SIETIEY
WA & fAu, Foger W
HYR Acash H IS TS
AFIINT SRR HT Aol
¥ 3T Fd Bl T
ST B gEEe Ay
cgfFaed a7 Sy
ST faawor, A
EE, AR FERre,
g, 99, YR 9&dr
IR z@ A & e
IR A & @R g MR
gFaAeT foRar ST 2

FIT IUh G TgE

9.8 Any idea about the concept
Ransom | Of ransomware!

ware AT T I3gUROT & IR
Fe:ricery H FIg SATAPRI!

CYBER CRIME & SAFETY

fake id and
asked them to
unfriend that id
and not to send
any money on
my name.

g W, Moo &t
FEgE W
J W wer iR
9 faaRor @
3T FF A
A 9 Wrdr
AT 3R MW
aEdl @I dredd
e 3R 4 Hr
HIIT ST T |
i dF 3@ @
T TE Gl
ST & w9 A
diqemsa RO
frar 3R 3=
aEdl @ Wit
I F IR A
garr iR 3Aw
3§ S @l
3eAths e 3R
ﬂi’ﬂmw:ﬁg
4 & Hee &
forw e

No response
R wfAfR

IDENTITY = '

PASSWORD |

£

USERNAME

\
L
<

. ACCOUNT
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Ransomware is another Sir it is like
kind of cyber crime where digital

the attacker gains access to kidnapping.

the computer and blocks &x =g fRfEca

the user from accessing, Rrsaffar 3T 3
usually by encrypting the

data. The attacker
blackmails the victim to
pay for getting access to
the data, or sometimes
threaten to publish personal
and sensitive information
or photographs unless a
ransom is paid.

AT T 3T YHR H
SR AR § ST gHATAR
HCYEX ok g™ I ALl
g 3R AR W T @
Ufeshte Hlh 3UANETHAT i
THFHH & d Uhdl Bl
gHTR Nfsd 1 e
UgT Utd WA & foU PAYFORUNLOCK .
HITATT el & [T solehdiel

/i 0 17

| Gy 7 T

e .
1508 i 0 8 i
LT &, IT Hf-apsll AT ERRRARAIRY

H HAAS T HE W
IFdId IR Tdgerid
AASRT AT JEERT @
YhIRAT el hI THPT &ar
gl
99 The challenges of cyber | Yes sir, it will be

Combati | crime can be mitigated with | very helpful. We

ng and the twin app_roach of being | 41 will take care
. alert and taking legal help.
Preventi

: . note of it.
Following points can be |
ng Cyber considered as  safety & ¥, J& g

Crime measures to reduce the risk
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CLIELEy of cyber crime: HAGCITN &9 gH
9
UM FT . Take regular backup of TN $TPT LA HOW t0 Secure Data'
HFE important data TE.
sk . LchSIi an gnti\Qrusdso;‘tware * Keep your operating system and all system
and keep it updated always At e
- Avoid installing pirated software updated regularly.
software. Always * Do proper password management
download software from s Ve iicaiic b died il
cown  and  secure eep antivirus software updated regularly
(HTTPS) sites. » Use firewall and other security software
* Do not visit or download : g :
anything from untrusted * Avoid untrusted Wi-Fi connections
websites. * Have data backup , update it regularly
« Use strong password for . .
web login, and change it * Avoid surfing untrusted websites.
periodically.

e Don’t share OTP &
financial details with
others.

HIh @t R Fhfell Ao
dd & arY EfSehor A
SR Jer A gaAlfaar
F HH fHAT AT T T

FOOY ¥ SEE Stay | Don't |Accepting . ., Tell
SIECH ; Reliable?
Safe | MeetUp | Files Someone
ShH EF{?T a; iti m@?r Don'tgive out || Meeting someone| | Accepting emals, | |Check information| | Tell an adultif
. . . your personal || youhave only || files, pictures or ||before you believe||  someone or
%g.}ﬁ- Elfl' ﬁw 3'CIT€IT a; *rY informationto || been intouch || texts from people || it.Is the person Lomelhingmakes
people/places | with online can be|| you don'tknow || or website telling ‘youfeelworried
Y . you don'tknow. || dangerous. (an cause thetruth? | |oruncomfortable.
ﬁ HIAT ST Hehdl %- w \""{,\.; Always checkwith{| ~ problems. ||, ‘
J anadultyoutrust || 7 Wt I v | AT
» HAgcaqul sar & fafAa N 125 | ey ly e 0
dHRIT o |

o TUAORRHA HIFCdIW &l
3T Ay IR T gHe
39T W |

T T I gAHT AT 3R
gif@a (HTTPS) wrsel &
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TMFEaW ST3eTclIS Y|

- JfaegEelg Je@Eer @
Fo M 7 ¢¢ AT IBAAS A
ey

- 39 Wi & fav A
qrEds HT 9397 1, 3R 39
TAT-THAT | deold El

o &M IR facda faaxor
GQET & Gy TS o |

10. Recapitulation(@R&Y-):

Alright students let’s recall what we have learnt so far :
& § OMET ABT TG Y [oh gHT 373 d& a7 I9@r ¢

Cyber Crime, Ways of Cyber Crime. HISsR (U, HISSR 3T & ddiah |
Hacking, Phishing and Fraud Emails. gf&er, fefiar 3k wis $aa|

Identity Theft, Ransomware. 3m8sfedr Ave, FFTAII|
What you have learned from video. 3masr @if3ar & Far drarm|

Explore and find out how to file complaint with the cyber cell in your area.
3=ayoT Y R T & 39 & F R A F Remd F8 o HL|

|11, Inspection (frderor):

Teacher will now inspect and check all the notebooks of the students so that he can
make sure all students have written all the definitions and examples written/shown on
digital/green board.

fReTeh 319 o T Fel Aleg® H IO AR S HEm e 98 GRARYT X e &
a3l ol o Bioca/l s W fdricas 718 @eft aRemee AR 3emeor o
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12. HOME WORK/ASSIGNMENT
AT FA/ FABAAC

Home work is given to the students
using online quiz on website:
https://quizizz.com
1. Link for homework Is:
https://quizizz.com/join?qc=1273

1495

2. Prepare notes of the topic in final
notebook.

3. List down the steps you need to
take in order to ensure:

a) Your computer is in good
working condition for a longer
time.

b) Smart and safe Internet surfing.

Bad Guys Robbers Thieves

dsdIge: https://quizizz.com W
HAaET Faar &1 39T N RS whichncludes ks to oofed web poges. Which
SEl F YT F RATSET §

1. g\as & fv @s &
https://quizizz.com/join?gc=127 Eitishiog Hasking Spaiig
37495

2. R AlegF H cMF & Ay
darR X

3. v # ghaltaa == & AT
m m ﬁjﬁ. ﬁ mﬁ ﬁ "Even if you think thieves have a small amount of information about
HTaeTSHaT %' I 'ﬂ'\iﬁ' CC 1L you, they can use it to find more information about you.

&) AYHT FYX o9 AT dF FH

A #T aed ufy & §

) T 3R It sexae afber
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